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Introduction

This data protection handbook was first issued by The Society and College of Radiographers
(SCoR) on 1st February 2003 and subsequently revised in 2018. SCoR assessors, council
members, committee members, employees, representatives, and trustees are required to follow
this handbook. Failure to do so could resultin disciplinary proceedings.

The SCoR are both registered with the Information Commissioner’s Office (ICO) as data
controllers®. We have a legal duty underthe EU General Data Protection Regulation (GDPR) to
protect the personal information? that we collect and process®. GDPR superseded the Data
Protection Act 1998 and became effective in May 2018.

Failure to comply with the legislation can lead to criminal prosecution of organisations and
persons affiliated to organisations (e.g. staff, representatives, trustees, etc) with fines of up to
€20m. Even an investigation of a potential breach by the ICO will on its own damage the
reputation of our organisation.

Purpose of this handbook

This handbook, which is relevant to SCoR assessors, council members, committee members,
employees, representatives, and trustees, is designed to protect the personal information of our
data subjects who are mostly members, beneficiaries, and employees. Itistoinformyou about
the personal information that we collect, how thisinformation may be used, and the procedures
you must follow to comply with data protection legislation.

1 A ‘Data Controller’is an organisation which determines the purposes for which and the manner in which
personal datais processed.

2 ‘Personal information’ includes personal and sensitive personal data.lItis information, facts or opinion,
recorded electronically orin mail filing systems, which identifies a livingindividual. Sensitive personal data
is known as ‘special categories of personal data’ under GDPR. It includes information aboutsomeone’s
health, religion, political opinion or trade union membership, race, ethnicity, or sex lives.

3 The safestway of defining ‘Processing’ under data protection legislationistothink of it as ‘using’
personal information. Itincludes obtaining, holding, recording, retrieval, consultation and the disclosure
of personal information.
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How we comply with data protection legislation

The SCoR have a designated “Data Protection Officer” whois responsible for gatheringand
disseminatinginformation andissues relating to data protection legislation.

We have implemented processes and procedures to help us comply withthe requirements of
the GDPR. The eightdata protection principles orrules require that:
1. Personal datashall be processed fairly and lawfully
Personal datashall only be processed forthe purposes forwhich it was obtained
Personal datashall be adequate, relevant, and not excessiveinrelationtoits purpose
Personal datashall be accurate and kept up to date
Personal datashall not be keptfor longerthanis necessary
Personal datashall be processed in accordance with the rights of Data Subjects
Appropriate technical and organisational measures shall be taken against unlawful
processingoraccidental loss
8. Personal datashall notbe transferred outside the European EconomicArea (EEA) unless
the country has equivalent Data Protection standards

NouhswnN

We provide data protection guidance and trainingto SCoR employees, representatives, trustees,
council members and assessors so that you are aware and reminded of your data protection
responsibilities.

The personal information that we collect and process

We collectand process personal information about our members, beneficiaries and employees.
This can include name and contact details, date of birth, nationality and ethnicity, employment
information and professional qualifications, bank account details, and other information

relevanttoyouremployment service.

Most of the personal information that we collectand use is considered to be sensitive becauseit
isconnectedto the fact that someone isamember of our trade union.

Our lawful basis for processing this personal information is to manage our membership and fulfil
our legitimateinterests as atrade union and professionalbody.

Where necessary we obtain active consentfrom individuals for processing personal information
for other purposes than managing the membership —see below.

How we use personal information

We use the personal information that we collect:
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e To processand manage membership which includes: (thisis part of the legitimate interest
of the SCoR)
- Processing membership payments and renewals
- Providing course and eventinformation
- Keepingarecord of ourrelationships with members and beneficiaries
- Managing marketingand communication preferences
- Providing members with information about usand the work that we do
- Processingof accreditation

e Torepresentourmembers,asawhole, asa workplace group orindividually (thisis part of
the legitimate interest of the SCoR)

e Forelectionsand appointmentsto committees (thisis part of the legitimate interestof the
SCoR)

e Toinvite peopleto participate in surveys and research (thisis part of the legitimate interest
of the SCoR)

e To deliverContinuous Professional Development (thisis part of the legitimate interest of
the SCoR)

e Fornominationsand awards (thisis part of the legitimateinterest of the SCoR)

e Toassistwith personal injury claims (we get active consentfrom members forthis)

e To process benevolentfund applications (we getactive consentfrom membersforthis)

e To undertake equal opportunities monitoring.

We also keepinformation about ouremployees, present, pastand prospective. Thisisused for
recruitment, employment, payroll and monitoring purposes.

Sharing personal information

We never sell personal information. We never share it with organisations outside of SCoR for
theirown use unless we have priorconsentto do so or are required to do so by law.

Where we needto use third party organisations to process personal information on ourbehalf,
for example a mailing house, we put in place a contract with the company to ensure that the
personal information that we provide tothemis properly protected and handled.

If we transfer personal information to countries or jurisdictions which may not provide the same
level of data protection as the UK, we will put in place a contract with the company that we
transferthe informationtoinorderto ensure that the datais properly protected.

Data subjectrights

Subjectaccess
People have arightto access most information an organisation holds about them. We will

provide information if asked. Thisis known as a Subject Access Request (SAR). We have a
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procedure which is managed by the SCoR Data Protection Officer. We have very limited time to
respondtoa SARso itisimportantthatyou reportany requeststo the Data Protection Officer
immediately. You can review the SAR procedure here.

Direct marketing communications

People have arightto not receive communications from which promote SCoR campaigns, aims
and objectives. We send SCoR email newsletters and magazines such as Synergy Newsto our
members as a member benefit. However, members have the right to unsubscribe from receiving
these.

To be informed

People have arightto be informed about why and how we collect, store, use and share their
personal information. The SCoR Data Protection Officer maintains arecord of this in the privacy
policy whichisavailable onthe SCoRwebsite. Please contact the Data Protection Officer
immediately if amemberasks you forthe detail of how their personal informationis used and
you are uncertain how to respond.

Data erasure

People have arightto requestthattheir personal informationis deleted when thereis no
compellingreasonforit to be retained by us. Thisright may override the SCoR retention policy
and schedule. Pleaseinform the SCoR Data Protection Officerimmediately if youreceive a
requestto delete someone’s personalinformation. We may need to retain some of the personal
information.

The aim of the General Data Protection Regulationisto protect the rights of individual data
subjects;itis everybody’s responsibility to ensure that SCoR always fully complies with the Act.

| have read and understood SCoR’s data protection policies referenced in the attachment to this
declaration.

| understand thatl am onlyto use or process personal datato which | am given access by SCoR
for the purpose authorised by SCoR and in accordance with SCoR’s data protection privacy

policy.

| understand | must keep personal and sensitive personal datasecure and in particular will not
make any unauthorised disclosure of personal datato any third party.
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Our data protection operating procedures

A good way of thinking about data protection compliance isto treat people’s personal
information as you would expectyourown information to be treated. Inparticularyou must:

1.

10.

11.

12.

13.

14.

Be openand clear with people about how their personal information will be used by the
SCoR.

Tell members when collecting their personal information orif asked, what you intend to
do withit.

Include a privacy notice explaining what SCoR uses personal information forin paper
and electronicforms when collecting personalinformation, forexample in the
membership form.

Speakto the SCoR Data Protection Officerif you are designinganew form which will be
usedto collect personal information, so thats/he can ensure an appropriate privacy
noticeisincluded.

Checkthat we have the consent of a member(anditis recorded) before sharing any of
theirinformation with an organisation or person outside of the SCoR.

Only everuse personal information forthe purpose for which amember originally
provided theirinformation.

Keep only personal information that the SCoR actually needs- evenif someone
voluntarily gives you more information than you askthemfor.

Rememberthat any information that you record abouta member, electronically oron
paper, could be provided to the member as part of a subjectaccessrequest.

Encourage memberstoinformusif their personal information changes orthey believe
any of our informationisinaccurate.

Update our records promptly to ensure that the personal information we hold and use is
accurate.

Inform your manager of any changes to yourown personal information.

Follow the SCoR retention schedule which states how long certain types of personal
information should be kept for before beingarchived or destroyed securely. You can
view the SCoRretention here .

Regularly review the records you are responsible for to ensure that you are complying
with the SCoR retention schedule.

Use confidential waste orashredderwhen disposing of personal information whichis
no longerneeded.
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15.

16.

17.

18.

19.

20.

21.

22.
23.
24.

25.

26.

27.

28.

29.

Forward the contact details of anyone who asks to see the information that we hold
aboutthemto the SCoR Data Protection Officerimmediately.

Reportrequestsforerasure ordeletion of personal information to the SCoR Data
Protection Officer.

Treat personal information as confidential at all times.

Take care to ensure thatyou do notaccidently disclose personal information to other
people, particularly when working away from the office, athome, at otherlocations or
while travelling.

Ensure other people do not have access to your computerand manual records which
contain personal information.

Switch off your computeror use a password protected screen saver whenyou leave
your screen unattended.

Protect your computer and mobile devices which are used to access personal
information, with passwords, and keep your passwords secret.

Keepyourdesk clearof personal information.
Keep hard copy records of personal information locked away inadrawer or cabinet.

Use recorded delivery ora courierif you have to post paper records containing personal
information.

Password-protect and encryptfiles containing personal data of more than 10 individuals
before emailingthem.

Use secure file transfer service to transferlarge volumes of personal information and
sensitive personal data outside of the SCoR—speakto IT for help with this.

Ensure that your old equipment such asa redundant laptopis “cleaned” before being
disposed of.

Ensure no one can read SCoR personal information recorded on paper, your laptop,
tablet or mobile phone when you are working and travelling by publictransport.

Obtain approval from the Data Protection Officerif you needto and before yousend
any personal information outside the European EconomicArea.

Personal Data Breaches

If you think that you might have inadvertently breached the data protection legislation inany
way at all, forexample, by losing personal information oraccidently disclosing it, contact the
SCoR Data Protection Officer at dpo@sor.org immediately. We have a procedure forassessing
and reportingany personal databreachesto ensure that we respond properly and promptly.
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Responsibility Agreement

Please fill out the agreement online
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