CL6 — The service implements and monitors systems to manage clinical records.

a.

Legislation and guidance together govern the storage, accessibility, retention, sharing
and destruction of clinical records. Policies and processes for the management of patient
data should be based on current best practice and reflect statutory requirements and
professional guidance. Staff should be aware of their data protection responsibilities and
supporting processes, as well as the risks associated with cyber-security. Staff should be
informed of any changes in policy or processes.

Robust systems must be in place to ensure that the confidentiality of patient data is
maintained. These should cover: the visibility of patient records; how confidential
information is communicated to patients and/or carers; and the sharing of data with other
services or organisations to include outsourced services such as teleradiology. Staff
should be supported to minimise breaches of patient confidentiality inside and outside
the service.

Robust systems must be in place to ensure that clinical records are stored in a secure
environment which takes account of potential risks such as access of systems by
unauthorised users, contamination by cyber viruses, theft, flooding, fire and failure of air
conditioning systems. Back-up policies and procedures should be in place to support
digital storage of images and imaging reports. Picture archiving and communication
systems (PACS) and other systems should include robust technical solutions and
contractual safeguards to ensure that data remains accessible over the entire retention
period specified for each type of clinical record. In the case of large volume data sets (for
example, CT scans), a compression algorithm may be applied to reduce the size of the
stored file: in such cases, checks should be in place to ensure images stored remain
clinically useful and compression algorithms adhere to current best practice. In addition,
if the PACS provider is changed it must be ensured there will be safe transfer of images
and information to the new storage system.

Systems should be in place to check retention schedules and ensure the secure
destruction of records no longer required. The recommended minimum retention
schedule varies depending on the nature of the record; for example, general records,
children and young people, maternity, mental health, mammography, clinical trials, and
oncology records all have different requirements. Where digital storage capacity allows,
it is considered best practice for image data to be retained for the same duration as the
report and request data.

Systems should be in place to ensure that patient records are transmitted and
transported securely. This should include outsourced services such as teleradiology.
Records on removable data media, such as CDs, should be encrypted (encryption is
mandatory for data produced within the NHS, with limited exceptions).

Data-sharing agreements supported by robust systems should be in place to ensure that
security and confidentiality are maintained when data are shared between organisations.
This is particularly important where teleradiology is used. The service should have robust
processes to ensure that a receiving organisation practises data security and
confidentiality at least to the level of the transmitting service.

Robust systems should be in place to control and audit access to patient data. Access
records should be inspected regularly and frequently, and unauthorised access
investigated.

Page 1 of 3



References

The Royal College of Radiologists. Standards for the provision of teleradiology within the
United Kingdom 2" ed. BFCR (16)8 .London: The Royal College of Radiologists, 2016.
https://www.rcr.ac.uk/publication/standards-provision-teleradiology-within-united-kingdom-
second-edition

The Society and College of Radiographers. SoMeRAD: Guidance for the radiography
workforce on the professional use of Social Media SCoR 2015
https://www.sor.org/learning/document-library/somerad-guidance-radiography-workforce-
professional-use-social-media

The Society and College of Radiographers. Code of Professional Conduct. London: The
Society and College of Radiographers, 2013.
http://www.sor.org/learning/document-library/code-professional-conduct

The Royal College of Radiologists. Picture archiving and communication systems (PACS)
and guidelines on diagnostic display devices, Second edition. BFCR (12)16 London. The
Royal College of Radiologists, 2012.
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-gquidelines-
diagnostic-display-devices-second

The Royal College of Radiologists. Picture archiving and communication systems (PACS)
and quality assurance, Second edition BFCR (12)15 London. The Royal College of
Radiologists, 2012.
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-quality-
assurance-second-edition

The Royal College of Radiologists. Standards for patient confidentiality and RIS and PACS.
BFCR (12)19 London: The Royal College of Radiologists, 2012.
https://www.rcr.ac.uk/publication/standards-patient-confidentiality-and-ris-and-pacs

The Royal College of Radiologists. Governance of radiology picture archiving and
communication systems (PACS) following the United Kingdom deployment, 2006-2010.
London: The Royal College of Radiologists, 2011.
https://www.rcr.ac.uk/governance-radiology-picture-archiving-and-communication-systems-
pacs-following-united-kingdom

The Royal College of Radiologists. Guidelines and standards for implementation of new
PACS/RIS solutions in the UK. BFCR (11)4 London: The Royal College of Radiologists,
2011. https://www.rcr.ac.uk/guidelines-and-standards-implementation-new-pacstris-solutions-
uk

The Society and College of Radiographers. Patient Identification, Confidentiality and
Consent: Further Guidance SCoR 2009 https://www.sor.org/learning/document-
library/patient-identification-confidentiality-and-consent-further-guidance

Health and Care Professions Council. Guidance on social media HCPC 2017
http://www.hpc-uk.org/assets/documents/1000553EGuidanceonsocialmedia.pdf

Health and Care Professions Council. Confidentiality — guidance for registrants. HCPC,
2012. http://www.hpc-
uk.org/assets/documents/100023F1GuidanceonconfidentialityFINAL.pdf

General Medical Council. Confidentiality. GMC Guidance, 2009. http://www.gmc-
uk.org/guidance/ethical_guidance/confidentiality.asp

Page 2 of 3


https://www.sor.org/learning/document-library/somerad-guidance-radiography-workforce-professional-use-social-media
https://www.sor.org/learning/document-library/somerad-guidance-radiography-workforce-professional-use-social-media
http://www.sor.org/learning/document-library/code-professional-conduct
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-guidelines-diagnostic-display-devices-second
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-guidelines-diagnostic-display-devices-second
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-quality-assurance-second-edition
https://www.rcr.ac.uk/picture-archiving-and-communication-systems-pacs-and-quality-assurance-second-edition
https://www.rcr.ac.uk/publication/standards-patient-confidentiality-and-ris-and-pacs
https://www.rcr.ac.uk/guidelines-and-standards-implementation-new-pacsris-solutions-uk
https://www.rcr.ac.uk/guidelines-and-standards-implementation-new-pacsris-solutions-uk
https://www.sor.org/learning/document-library/patient-identification-confidentiality-and-consent-further-guidance
https://www.sor.org/learning/document-library/patient-identification-confidentiality-and-consent-further-guidance
http://www.hpc-uk.org/assets/documents/1000553EGuidanceonsocialmedia.pdf
http://www.hpc-uk.org/assets/documents/100023F1GuidanceonconfidentialityFINAL.pdf
http://www.hpc-uk.org/assets/documents/100023F1GuidanceonconfidentialityFINAL.pdf
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp
http://www.gmc-uk.org/guidance/ethical_guidance/confidentiality.asp

NHS Digital 2016 Records Management Code of Practice for Health and Social Care 2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-
information-governance/codes-of-practice-for-handling-information-in-health-and-
care/records-management-code-of-practice-for-health-and-social-care-2016

Information Commissioner’s Office (ICO) Guide to the General Data Protection Regulation
(GDPR) 2018
https://ico.org.uk/for-organisations/quide-to-the-general-data-protection-requlation-gdpr/

Health and Social Care Information Centre (HSCIC), Academy of Medical Royal

Colleges, Standards for the clinical structure and content of patient records. London: HSCIC,
2013. http://www.rcplondon.ac.uk/sites/default/files/standards-for-the-clinical-structure-and-
content-of-patient-records.pdf

Scottish Government eHealth Directorate. Scottish Government Records Management: NHS
Code of Practice (Scotland) Version 2.1. Edinburgh: Scottish Government e-Health
Directorate, 2012.

http://www.gov.scot/Resource/Doc/366562/0124804.pdf

National Information Governance Board for Health and Social Care. Access to Health

Records by Diagnostic Staff. Guidance for Patients and Healthcare Professionals. London:

NIGB, 2011.

http://www.sor.org/system/files/section/201109/Diagnostics Test Guidance_final version -
May 2011.pdf

NHS Wales. Standard 20: Records Management.
http://www.wales.nhs.uk/governance-emanual/standard-20-records-management

Legislation
The Data Protection Act 2018 http://www.leqislation.gov.uk/ukpga/2018/12/contents/enacted

The Health Act 2006. www.opsi.gov.uk/acts/acts2006/ukpga 20060028 en 1.htm

The Electronic Communications Act 2000.
http://www.legislation.gov.uk/ukpga/2000/7/pdfs/ukpga 20000007 en.pdf

The Freedom of Information Act 2000. http://www.legislation.gov.uk/ukpga/2000/36/contents

Access to Health Records Act 1990 https://www.legislation.gov.uk/ukpga/1990/23/contents

The Colleges will aim to update the reference list regularly to ensure that the
information provided is as current as possible. Please note these links refer to
external organisations and, as such, the Colleges are not responsible for the content
or maintenance of these external sites.

Page 3 of 3


https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
http://www.rcplondon.ac.uk/sites/default/files/standards-for-the-clinical-structure-and-content-of-patient-records.pdf
http://www.rcplondon.ac.uk/sites/default/files/standards-for-the-clinical-structure-and-content-of-patient-records.pdf
http://www.gov.scot/Resource/Doc/366562/0124804.pdf
http://www.sor.org/system/files/section/201109/Diagnostics_Test_Guidance_final_version_-_May_2011.pdf
http://www.sor.org/system/files/section/201109/Diagnostics_Test_Guidance_final_version_-_May_2011.pdf
http://www.wales.nhs.uk/governance-emanual/standard-20-records-management
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
http://www.opsi.gov.uk/acts/acts2006/ukpga_20060028_en_1.htm
http://www.legislation.gov.uk/ukpga/2000/7/pdfs/ukpga_20000007_en.pdf
http://www.legislation.gov.uk/ukpga/2000/36/contents

